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	Project Title:  Enter the project title
	Project Number:  Enter a project # if applicable

	Project Description: Enter a brief description of the project 

	Agency:  Agency that the application was developed for
	Business Owner:  enter the business owner contact person

	Agency Contact:  Agency contact person 
	Title/Role:  Title of person 

	Project Leader/Manager: project manager’s name 
	Project Start Date:  anticipated start data

	Prepared By:  name of person that prepared this document
	Date Prepared:  date checklist was completed

	Document any changes from the initial security checklist, completed at the initiation of the project?  





	Authentication/Authorization 

	Is there a need for Authentication to access this system?     Yes      

	Is there a need for Authorization to access this system?       Yes   

	What is the process for authentication to the System? 

Describe the method and systems used to authenticate users to the system.   Examples include, siteminder, RACF, Directory (ActiveDirectory/eDirectory), Operating system function, and self created database of users.  



	Does they system use role based access control?  What is the process for handling and defining roles, and controlling access rights, etc?   

	Who authorizes access to the system and data? 

List the person or role that will grant new users rights to the system.  

	How are users identified to the System?

( Examples unique ID, passwords, token device, smart card, Biometrics) 

	How will periodic review of users’ rights and access be performed and by who?

List the person or role that will review they users rights and how often they will needed to do that?  Examples daily, weekly, monthly, quarterly, yearly, as needed?  

	How will user’s rights be removed from the system? 

List the process for removing a user from the system?  How is the event triggered? Who is responsible for removing the users id form the system? 


	System Administration 

	What system administrator will have access to the systems and data?  

List any special requirements of system administrators and database administrators who may have access to this system?  Any regulatory requirements for background checks, training or other things that may limit who can manage the system and its data.   



	Who should have access to the source code repository for this system?  

Is it important to limit developer’s access to this systems source code?   Where is the code stored and how is access controlled?  



	What different methods are being used to access the system and data?  

In this section list different method that could be used to access the system and its data outside of the application.  This includes database administrators, system administrator or others that may have access to the system.  

	Will system level logging needs to be done?  Who reviews system logs?    

In this system list any requirements for “system” level logging. This would log system type activities including starting and stopping process, loading new software, file changes.  Any item that may identify a change in the system and its security review.  How detail are the logs and how would review them.   

	How long will those logs need to be stored?  

List any regulatory requirements for log retention.  

	What detail of logging needs to be generated?  

Examples, Successful login, unsuccessful login attempts, data and time of login and logouts, who updated what record.  



	Are there any regulator requirements or security concerns that would require separate hardware or network segments from other systems?  

List any known requirements that would prevent the sharing of existing hardware, database, network segments or other shared services.   


	Information Types

	Medical 
	Yes 

	Credit card
	Yes 

	Personal Private Information (SSN, birth date, phone number, address, name, EIN, and EREP)
	Yes 

	Financial (bank accounts, routing information)

Federal and State Tax Information
	Yes 

Yes 

	Unknown at this time
	Yes 


	Regulatory Compliance

	BCI
	Yes 
	No/NA 
	Requirements set forth by the Utah Bureau of Criminal Investigations.

(i.e. access to UCJIS data)

	FBI
	Yes 
	No/NA 
	Requirements set forth by the Federal Bureau of Investigations.

	IRS
	Yes 
	No/NA 
	Federal Tax Return Information (FTI)

(see Publication 1075)

	SSA
	Yes 
	No/NA 
	Regulation required by the Social Security Administration for the storage of SSN.

	HIPPA 
	Yes  
	No/NA 
	“Health Insurance Portability and Accountability Act”

	PCI
	Yes 
	No/NA 
	PCI Payment Card Industry Data Security Standards

	PPI 
	Yes 
	No/NA 
	Specify

	State Code
	Yes 
	No/NA 
	Specify

	Federal Code or Regulation
	Yes 
	No/NA 
	Specify  

	Other
	Yes 
	No/NA 
	Specify  


	Audit and Accountability

	Will application level logs be required and what is their required retention period?   

List any application level logging requirements and how logs those logs will needed to be retained.  Who will review the logs?  

	Is there a requirement that system and application logs be stored on a separate server?

List any logging requirements for logs to be stored on a separate server.  

	How are the logs to be monitored?  What types of events are to be monitored?  

List any requirements around monitoring logs and what types of items needed to be reported on. This will help with develo9pment of automated rules.    

	What level of detail is required in the logs? 

List any requirements for events that must be logged.  

Example from SSA regulation 

“..are required to maintain an automated audit trail record identifying either the individual user, or the system process, that initiate a request for information from SSA.”  



	

	Who will review the logs?

List how logs will be reviewed and by who?  



	Are there physical and environmental controls that should be in place to protect the system and data?  

List any special physical and environmental controls that need to be in place?  


Vulnerability and Risk Assessment

The purpose of the vulnerability and risk assessment is to identify why and how security may be compromised and the impacts such compromises would likely produce. 

Below are listed some anticipated sources of intentional or unintentional compromise of the system and data.  These are examples of possible or previous compromise to state systems.  They should be used to start the conversation on possible ways that systems and data could be compromised.  The system analysis working with the customer can use these or add others to the list.   This part of the worksheet is meant as an exercise to determine possible ways a system could be compromised and then the next section list possible security controls to prevent those types of attacks.  

Method

Description

Likelihood 

Severity

Affects 

Possible compromise or attack vector?

More detailed description of possible compromise or attack vector?  

Your best guess of the likelihood of this happening.  List as high, medium or low

Your best guess of the severity if this did happen.  List as high, medium and low. 

Does this affect the confidentially, integrity or availability of the system?  

Remote Control of system by unauthorized person

System has been taken over by unauthorized user.  

PHP Remote file Include

Allows malicious upload or replacement of existing files such as index.html

SQL Injection Attack

Create, read, update or delete any arbitrary data available to the applications

Cross-site scripting (XSS)

Inject hostile content in to users browsers

Cross-site request forgeries (CSRF) 

Force legitimate users to execute commands without their consent.

Information Leakage

Person with or without malicious intent is able to download unauthorized data

Account credential compromise

Attackers compromise password, keys or authentication tokens and assume a valid user identity.  

Insecure Direct Object Reference 

A object reference occurs that exposes a reference to an internal object such as a file, directory, database records etc.  and is used to manipulate access to other objects without authorization. 

Data Loss

User downloads data to local device (laptop, USB drive) that is lost or stolen. 

Other

List other possible ways that the system could be compromised or attacked.  

Possible security controls to be put in place to protect from this type of compromise or attack.  This could be hardware, software, policy or procedure that would prevent, lower the likelihood or lessen the impact severity of the compromise.  

Method

Descript of security control or counter measure. 

List selected item from above. 

Describe security control or counter measure that will be implemented to prevent, lower the likelihood or lessen the impact severity of the attack or compromise.  

Security Controls

What security controls should be placed into operation to keep the unauthorized viewing, copying or exposing the data?  (including printed reports, extracts, displaying confidential information to the screen) 

What security controls are in place currently, to prevent the unauthorized modification of the data?

Security Recommendation – 

Instruction Sheet

1. Determine Security Needs for Project: 
The purpose of this document is to determine the security needs of a development projects.  Development project must be reviewed for potential security vulnerabilities throughout the development lifecycle. The Security Development Checklist worksheet is used to assist in this review and for documenting any known issues and status.

2. Information Types: 
Identify type of sensitive, private (nonpublic) data that will gathered, stored or transmitted:

i. Medical – patient names, doctor’s name, conditions, diagnosis, prescriptions, etc.

ii. Credit Card – card number, PIN code, expiration dates,  etc.

iii. Personal Private or Identifiable Information – social security numbers (SSN), personal addresses, phone numbers and names. Combined together this information can be used to create/steal identities.

iv. Financial – banking account numbers and bank routing numbers.

v. Unknown – the sensitivity of the information has not been determined at this time

3. Regulatory Compliance:
Identify any State or Federal regulations that must be met, such as 

i. Background Check Information (BCI)

ii. Federal Bureau of Investigation (FBI) Criminal Justice Information System (CJIS)

iii. Internal Revenue Service (IRS)

iv. Social Security Administration (SSA)

v. Health Insurance Portability and Accountability Act (HIPAA), 

vi. Payment Card Industry (PCI), etc? For example, vendors providing credit card processing systems must be PCI compliant. Vendors should be able to produce letters of compliance upon request.

vii. Personal Private Information (PPI) or Personal Identifiable Information (PII)

viii. State Code

ix. Federal Code or regulation

x. Other, such as Sarbanes Oxley (SOX), Family Educational Rights and Privacy Act (FERPA), Gramm-Leach-Bliley Act (GLBA), etc.

4. Directions For Use:

A. Complete the Security Worksheet

B. Email it to: dts-ciso@utah.gov

C. The Enterprise Information Security Office and project manager will schedule a security review of the project. The security review may be iterative.
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