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	State of Utah
Department of Technology Services

1 State Office Building, Sixth Floor

Salt Lake City, Utah 84114

801-538-3666

	Confidentiality of Information Agreement for Third-Party 

	Third Party Name:
	     
	Employer Name:
	     

	Purpose of Access:
	     
	Agency Name and Location:
	     

	DTS Contract Supervisor  Name:
	     
	DTS Contract Supervisor Phone:
	     

	

	AGREEMENT TERMS & CONDITIONS
The Department of Technology Services (hereinafter “Department”) has a duty to protect the privacy of information against unauthorized access or disclosure. As a Third-Party you may access and/or view non-public information (hereinafter “information asset" or "information assets”) while performing your duties. 

To protect information assets from disclosure, the Third-Party agrees as follows: 

1. 
The Third-Party will hold information assets received from the Department and/or information asset owner in strict confidence and shall exercise a reasonable degree of care to prevent disclosure of information assets to others. 

2. 
The Third-Party will not disclose or divulge either directly or indirectly information assets to others unless explicitly authorized to do so in writing by the Department and/or the information asset owner. 

3. 
The Third-Party will not reproduce any information asset nor use information assets for any purpose other than the performance of his/her duties for the Department. 

4. 
The Third-Party will, upon the request or upon termination of his/her relationship with the Department, deliver to the Department any documents and materials received from the Department or originating from its activities for the Department.  

5.
The Third-Party will, upon the request or upon termination of his/her relationship with the Department, erase, destroy, and render unreadable all State data from all non-state computer systems and backups, and certify in writing that these actions have been completed within seven (7) days.

 6. 
*Where applicable, the Third-Party will abide by the requirements set forth in “Attachment A.” 

7. 
The Department reserves the right to take action, up to and including all State and federal sanctions for violations of this agreement. 

IN WITNESS WHEREOF, I have read and understand the above information and hereby agree to abide by the requirements of this agreement.

	
	Third-Party Signature
	
	Date
	

	
	DTS Contract Supervisor Signature
	
	Date
	

	
	CISO (or Designee) Signature
	
	Date
	


*Note: Third-Party granted access to State Tax Commission systems and databases or other systems associated with Federal Tax Information (FTI), will need to read and sign Attachment A
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