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DTS Form: 524 /Revised: 8/26/2016
	State of Utah
Department of Technology Services

1 State Office Building, Sixth Floor

Salt Lake City, Utah 84114


	SDLC

Security Development Lifecycle 
Checklist for Websites



Note: Websites which host or receive regulatory data such as HIPAA, PCI, FTI, etc, are required to fill out the full 524 form

	Project/System Title: 
	Project/System Number

	Project/System Description: 

	Agency:  Multiple
	Business Owner:  

	Agency Contact:  
	Title/Role:  

	Hosting Contact:  
	Networking Contact:  

	DBA Contact:  
	Developer Contact:  

	Security Analyst:
	Project/System Start Date:  

	Project Leader/Manager:
	Date Prepared:  


	General Purpose 

	System Type:
	Website  FORMCHECKBOX 

	
	


	Mission Critical

	GSS/MA:
	Mission Critical  FORMCHECKBOX 

	Mission Important  FORMCHECKBOX 

	Mission Supportive  FORMCHECKBOX 



	Security Risk Categorization

	Non-Regulatory
	Regulatory

	Low  FORMCHECKBOX 

	Moderate  FORMCHECKBOX 

	High  FORMCHECKBOX 

	Critical  FORMCHECKBOX 



	Information Types 

	Database Access
	Yes  FORMCHECKBOX 


	Unknown at this time
	Yes  FORMCHECKBOX 


	Agency Defined (Please list)
	Yes  FORMCHECKBOX 



	Section 1 - General Information 

	1.1 Do you have a data flow diagram?  Please insert it on the Data flow tab.  If you do not have one, please create one and insert it. (A data flow diagram is required).

	1.2 Do you have a network diagram? Please insert it on the Data flow tab. If you do not have one, please create one and insert it. (A Netowrk diagram is required).

	1.3 List the IP Addresses of the systems involved?  Please indicate IP addresses for development, test and production environments.

	1.4 List the URLs for the system?

	1.5 What is the target user group for this application? 

	1.6 How many user(s) will be accessing the system?

	1.7 What is the maximum number of user(s) that will or can be connected to the system at any given time? 

	1.8 Are there any regulatory requirements or security concerns that would require separate hardware or network segments from other systems?

	1.9 Are personal devices allowed to access the application?

	1.10 Do you follow a formal change control process?

	1.10.1 If YES Please describe your change control process

	1.11 Is the application hosted in an outside environment or by an outside vendor?

	1.12 Do you have ANY production data housed on your development environment? 

	1.13 Do you have ANY production data housed on your Test environment?

	1.14 Do you have ANY production data housed on your Staging environment?


	Section 2 - User Account Information

	2.1 Is there a need for user Authentication to access this system?     Yes  FORMCHECKBOX 
     No  FORMCHECKBOX 
     If no, explain:

	2.2 How are users identified to the System?

	2.3 What is the process for authentication to the System? 

	2.4 Does the system use role based access control?  What is the process for handling and defining roles, and controlling access rights, etc?   

	2.5 Who authorizes access to the system and data?

	2.6 Have you included a access/logon system usage/warning notification?

	2.7 How often are users required to change their passwords?

	2.8 Is two factor authentication required?

	2.9 What are your account properties for resets, timeouts, password length, password complexity, and password change frequency?

	2.10 Are generic, shared or guest accounts allowed?

	2.11 Who can add, change or remove accounts?

	2.12 How will periodic review of users’ rights and access be performed and by who?

	2.13 How will user’s rights be removed from the system? 

	2.14 Are multiple sessions allowed per user?


	Section 3 - System Administrator Account Information 

	3.1 Is there a need for user Authentication to access this system?     Yes  FORMCHECKBOX 
     No  FORMCHECKBOX 
     If no, explain:

	3.2 Is there a need for user Authorization to access this system?       Yes  FORMCHECKBOX 
     No  FORMCHECKBOX 
     

	3.3 How are system administrators identified to the System?

	3.4 What is the process for system administrator authentication to the System? 

	3.5 Does the system use role based access control for system administrator access?  What is the process for handling and defining roles, and controlling access rights, etc?   

	3.6 Who authorizes system administrator access to the system and data?

	3.7 Have you included a system usage notification?

	3.8 How often are system administrators required to change their passwords?

	3.9 Is 2-Factor authentication required for system administrators?

	3.10 What are your account properties for resets, timeouts, password length, password complexity, and password change frequency?

	3.11 Who can add, change or remove system administrator accounts?

	3.12 How will periodic reviews of system administrator rights and access be performed and by whom?

	3.13 What system administrator will have access to the systems and data?  

	3.14 Have all default admin/default account passwords been changed?


	Section 4 - Application Information 

	4.1 Is this a 3rd party application?

	4.2 Is this application being developed in house?

	4.3 What is the language the application is written in?

	4.3.a What plug-ins are used?

	4.4 What web servers are involved? (ie apache etc)

	4.5 What services are required to be exposed? (web, database, ftp, ssh etc)

	4.6 What language do you use for your web service (PHP, Perl, Ruby etc)

	4.7 Are certificates required and what is the encryption level?

	4.8 Are you using a time server?

	4.9 Have you documented baseline configuration of application?

	4.10 Have you documented baseline system (O/S) configuration?

	4.11 Do you have a build document for the application?

	4.12 Do you have a build document for the system (O/S)?

	4.13 Describe your plan for dealing with unauthorized access?

	4.14 Does the data need to be encrypted at rest? If yes, is it encrypted


	Section 5 - Network Information

	5.1 What ports need to be opened?

	5.2 What ports have been opened on the firewall?

	5.3 Does the data need to be encrypted in transit?  Yes  FORMCHECKBOX 
     No  FORMCHECKBOX 
     


	Section 6 - Database

	6.1 Database: 
Yes  FORMCHECKBOX 
    What database and location?  

	6.2 Backup or copies of Database 
Yes  FORMCHECKBOX 
    Location?  

	6.3 Backups (tape or other media)
Yes  FORMCHECKBOX 
    Storage Location? 

	6.4 Test or development systems 
Yes  FORMCHECKBOX 
     Where are they located?  

	6.5 Flat files copied to or from other systems Yes  FORMCHECKBOX 
     What systems and what is their location?

	6.6 What database and version are you using?

	6.7 Have you applied all necessary patches?  Yes  FORMCHECKBOX 
     No  FORMCHECKBOX 
     

	6.8 Have you properly secured the database following vendor guidelines?  Yes  FORMCHECKBOX 
     No  FORMCHECKBOX 
     

	6.9 Have fields containing sensitive information been identified and encrypted?  Yes  FORMCHECKBOX 
     No  FORMCHECKBOX 
     

	6.10 Are developers allowed to edit production data?  Yes  FORMCHECKBOX 
     No  FORMCHECKBOX 
     

	6.11 Are fields containing sensitive data located in the same table as fields containing non-sensitive data?  Yes  FORMCHECKBOX 
     No  FORMCHECKBOX 
     


	Vulnerability and Risk Assessment

	The purpose of the vulnerability and risk assessment is to identify why and how security may be compromised and the impacts such compromises would likely produce. 

	Listed below are some anticipated sources of intentional or unintentional compromise of the system and data.  These are examples of possible or previous compromise to state systems.  They should be used to start the conversation on possible ways that systems and data could be compromised.  The system analysis working with the customer can use these or add others to the list.   This part of the worksheet is meant as an exercise to determine possible ways a system could be compromised and then the next section list possible security controls to prevent those types of attacks. 

	Method

Possible compromise or attack vector?
	Description

More detailed description of possible compromise or attack vector?  
	Likelihood 

Your best guess of the likelihood of this happening. List as high, medium or low
	Severity 

Your best guess of the severity if this did happen.  List as high, medium and low.
	Affects

Does this affect the confidentially, integrity or availability of the system?  

	Remote Control of system by unauthorized person
	System has been taken over by unauthorized user.  
	
	
	

	PHP Remote file Include
	Allows malicious upload or replacement of existing files such as index.html
	
	
	

	SQL Injection Attack

	Create, read, update or delete any arbitrary data available to the applications
	
	
	

	Cross-site scripting (XSS)


	Inject hostile content in to users browsers
	
	
	

	Cross-site request forgeries (CSRF) 
	Force legitimate users to execute commands without their consent.
	
	
	

	Information Leakage
	Person with or without malicious intent is able to download unauthorized data
	
	
	

	Account credential compromise
	Attackers compromise password, keys or authentication tokens and assume a valid user identity.  
	
	
	

	Insecure Direct Object Reference 
	A object reference occurs that exposes a reference to an internal object such as a file, directory, database records etc.  and is used to manipulate access to other objects without authorization. 
	
	
	

	Data Loss
	User downloads data to local device (laptop, USB drive) that is lost or stolen. 
	
	
	

	Other
	List other possible ways that the system could be compromised or attacked.  
	
	
	

	Mediation Controls

Descript of security control or counter measure. 
Describe security control or counter measure that will be implemented to prevent, lower the likelihood or lessen the impact severity of the attack or compromise.  

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


Note: For information regarding potential attack vectors and possible mediation, reference OWASP Top 10 Attacks ( HYPERLINK "" http://www.owasp.org/index.php/Top_10_2007) 
	Security Controls

	What security controls should be in place to keep the unauthorized viewing, copying or exposing the data?  (including printed reports, extracts, displaying confidential information to the screen) 


	What security controls are in place currently, to prevent the unauthorized modification of the data?



	What security controls are in place to prevent the unauthorized destruction or deletion of the data?



	Security Recommendation(s) – 




	Security System/Application Review


	AGENCYyymmdd00
	

	Agency:
	
	Project Manager:
	

	Review Start Date:
	
	Review End Date:
	

	System/Application Name:
	

	
	IP Address

	Host Name

	System Administrator (Name, Contact Info)


	1.
	
	
	

	2.
	
	
	

	3.
	
	
	

	4.
	
	
	

	5.
	
	
	

	6.
	
	
	

	7.
	
	
	

	8.
	
	
	

	9.
	
	
	

	10.
	
	
	

	11.
	
	
	

	12.
	
	
	

	Audit Point/Findings



	
	Compliant

	Vulnerability scan
	   Yes    No    N/A

	General Information
	   Yes    No    N/A

	User Account Information
	   Yes    No    N/A

	System Administrator Account Information
	   Yes    No    N/A

	Application Information
	   Yes    No    N/A

	Network Information
	   Yes    No    N/A

	Database
	   Yes    No    N/A

	Regulatory Requirements
	   Yes    No    N/A

	
	   Yes    No    N/A

	Notes:

	

	Corrective Action

	Mandatory:  The following corrective action must be taken.

	

	

	

	

	

	Recommended:  The following corrective actions are recommended, but not required.

	.  

	

	

	

	

	Signatures.

	
	Printed Name
	Signature
	Date

	Auditor:
	
	
	

	Auditor:
	
	
	


Audit Report Response

	Response Date:
	

	Respondent:
	     
	Respondent Job Title:
	     

	Respondent Agency:
	     

	Response

	     

	Signature

	
	Printed Name
	Signature
	Date

	Respondent:
	
	
	


	Approvals

	Approved By
	Signature
	Name
	Date

	Business Owner:
	
	
	

	Project Manager:
	
	
	

	IT Director:
	
	
	

	Campus ISA:
	
	
	

	Campus ISA:
	
	
	

	CISO:
	
	
	


Instruction Sheet
1. Determine Security Needs for System: 
The purpose of this document is to determine the security needs of a development of new projects as well as provide a mechanism for evaluating the security posture of existing and “off the shelf” applications.  All systems must be reviewed for potential security vulnerabilities throughout the development lifecycle as well as before purchasing “off the shelf” applications. The Security Checklist worksheet is used to assist in this review and for documenting any known issues and status.
2. Mission Criticality:
Determine and define the potential mission-criticality based on the predicted normal period of operation for the system during which it is most essential for the business function to be conducted.
A. Mission Critical – Downtime or unavailability is limited to less than 24 hours and is usually defined in single-digit hours or minutes. The production system is required to be operational to enable the State/Agency to perform an essential function. The system is considered to be part of the Agency’s Continuity of Operations plan (COOP).

B. Mission Important – Downtime or unavailability is acceptable for 2-4 days. The production system is required to be operational to enable the State/Agency to perform and essential function considered to be a part of the Agency’s Business Resumption Plan (BRP).

C. Mission Supportive – Downtime or unavailability is acceptable for 5+ days. The production system is not required to be operational to enable the State/Agency to perform essential business functions. System is not part of the Agency’s Continuity of Operations or Business Resumption Plan.
3. System Security Risk Categorization:
Determine the appropriate system security categorization based on the system’s mission criticality,  overall security classification (confidentiality, integrity and availability) and sensitivity/Impact of potential security issues. Refer to Appendix B.
NOTES:
Appendix A
Impact/Sensitivity Levels and Descriptions
	Level
	Description of Impact Level

	Critical
	A compromise or disclosure of information for the General Support System (GSS) or Major Application (MA) is expected to result in a catastrophic effect on statewide operations or to an individual which will result in the loss of life. For example.

· Catastrophic loss of mission capability to an extent and duration that the State is not able to perform one or more of its primary business functions.

· Catastrophic damage to or loss of organizational assets.

· Catastrophic financial loss by the organization.

· Severe or catastrophic financial loss by the State.

· Severe or catastrophic financial harm to an entire class of persons.

· An expectation for the loss of one or more lives.

	High
	A compromise or disclosure of information for the General Support System (GSS) or Major Application (MA) is expected to have a severe adverse effect on organizational operations, organizational assets, or the physical, financial, or emotional well-being of an individual. For example:

· Severe degradation in or loss of mission capability to an extent and duration that the organization is not able to perform one or more of its primary business functions.

· Improper disclosure of financial system information.

· Improper disclosure of information governed by the Privacy Act of 1974

· Severe damage to or loss of organizational assets.

· Severe financial loss by the organization.

· Significant financial loss by the state.

· Severe financial harm to an individual.

· Severe physical harm to an individual, with potential for loss of life or other serious life-threatening injuries

	Moderate
	A compromise or disclosure of information for the General Support System (GSS) or Major Application (MA) is expected to have a serious adverse effect on organizational operations, organizational assets, or the physical or financial well-being of an individual. For example:

· Significant degradation in mission capability to an extent and duration that the organization is able to perform its primary business functions, but effectiveness of functions is significantly reduced.

· Significant damage to organizational assets.

· Significant financial loss by the organization.
· Significant physical or financial harm to an individual, but does not involve loss of life or serious life threatening injuries

	Low
	A compromise or disclosure of information for the General Support System (GSS) or Major Application (MA) is expected to have a limited adverse effect on organizational operations, organizational assets, or the physical or financial well-being of an individual. For example:

· Degradation in mission capability to an extent and duration that the organization is able to perform its primary business functions, but effectiveness of functions is noticeably reduced.

· Minor damage to organizational assets.

· Minor financial loss by the organization.

· Minor physical or financial harm to an individual


Note: Systems that contain Personal Identifiable Information (PII), Credit Card Data (PCI), or Personal Health Information (HIPPA) are automatically a high level impact/sensitivity and cannot be low or moderate sensitivity.
Appendix B
Document Revision Changes
	Date
	Version
	Author
	Description

	12/10/2012
	1.1.2
	Garry Gregson
	Added section/item numbers, definitions page, and document change page

	2/1/2013
	1.1.3
	Garry Gregson
	Added Security System/Application Review section

	11/6/2013
	
	Jerri Averre
	Modified Header, footers, spelling, Table changes.

	8/26/2016
	
	Ben Mehr
	Abbreviated version for websites
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