Attachment C
HIPAA BUSINESS ASSOCIATE AGREEMENT
This Business Associate Agreement (“Agreement”) is entered into between the State of Utah (“STATE”) and [subcontractor] (“BUSINESS ASSOCIATE”) for purposes of compliance with the Health Insurance Portability and Accountability Act of 1996, 45 C.F.R Parts 160, Part 162, and Part 164, as amended (“HIPAA”), and the Health Information Technology for Economic and Clinical Health Act, 45 C.F.R. Part 160, as amended (“HITECH Act”).
BUSINESS ASSOCIATE acknowledges and agrees that it is obligated by law to comply with HIPAA; the HITECH Act; and associated regulations.
Whereas, BUSINESS ASSOCIATE, a recipient of Protected Health Information as defined by HIPAA ("PHI"), is a Business Associate of STATE and its agencies (“Covered Entities” or, individually, “Covered Entity”) as defined by HIPAA;
Whereas, STATE provides BUSINESS ASSOCIATE access to PHI subject to protection under HIPAA;
Whereas, STATE and BUSINESS ASSOCIATE intend to protect the privacy and provide for the security of PHI disclosed to BUSINESS ASSOCIATE in compliance with HIPAA;
Whereas, federal law requires all Business Associates to agree in writing to mandatory provisions regarding the access, maintenance, use, and disclosure of PHI; and
Whereas, the purpose of this Agreement is to comply with the requirements of HIPAA;
Now, therefore, in consideration of the mutual promises and covenants contained herein, the parties agree as follows:
1. Definitions. Terms used in this Agreement shall have the same meaning as those terms in HIPAA.

2. Independent Contractor. BUSINESS ASSOCIATE is an independent contractor and has no authorization, express or implied, to bind STATE to any agreements, settlements, or liability. Nothing in this Agreement shall be construed to limit BUSINESS ASSOCIATE’s authority to bind itself to agreements, settlements, or liability, so long as such agreements, settlements, or liability affect only itself. BUSINESS ASSOCIATE is not authorized to act as an agent for STATE, and persons employed by BUSINESS ASSOCIATE shall not be deemed to be employees or agents of STATE. Persons employed by STATE shall not be deemed to be employees or agents of BUSINESS ASSOCIATE. As an independent contractor, BUSINESS ASSOCIATE is responsible for its own operations, including office space, supplies, equipment, tools, and other supports.



3. Privacy and Security of PHI.

a. Permitted Uses and Disclosures. BUSINESS ASSOCIATE is permitted to access, use, disclose, destroy, or otherwise act upon PHI only as permitted by law (including HIPAA and HITECH) and, with regard to PHI created, accessed, used, or received pursuant to performance of Attachment B, only as follows:
i. Functions and Activities on STATE’s Behalf. BUSINESS ASSOCIATE’s use or disclosure of PHI shall be limited to the minimum necessary to accomplish the intended purpose of the use or disclosure.
ii. Business Associate Operations. To the extent BUSINESS ASSOCIATE is to carry out STATE’s obligations under HIPAA and the HITECH Act, BUSINESS ASSOCIATE’s use or disclosure of PHI shall be limited to the minimum necessary to perform its obligations under this Agreement; carry out its legal responsibilities; or ensure its proper management and administration.
b. Reporting Violations of Law.  BUSINESS ASSOCIATE may use PHI to report violations of law to appropriate federal and state authorities, consistent with 45 C.F.R. § 164.502(j)(1).
c. Compliance with STATE's Security and Privacy Policies. BUSINESS ASSOCIATE shall comply with all STATE security and privacy policies, including DTS Policy 5000-0002 (Enterprise Information Security Policy). STATE shall provide BUSINESS ASSOCIATE with access to applicable policies and notices and shall notify BUSINESS ASSOCIATE within ninety (90) days of any amendment which materially alters STATE’s security or privacy policies. In the event STATE policy conflicts with HIPAA, the HITECH Act, or associated regulations, BUSINESS ASSOCIATE shall act in accordance with the latter.
d. Compliance with Laws and Amendments. BUSINESS ASSOCIATE shall comply with all applicable state and federal privacy and security laws, including HIPAA, the HITECH Act, and associated regulations. Amendments and additions to the foregoing shall be automatically incorporated into this Agreement as though in existence at the time of this Agreement’s execution, and BUSINESS ASSOCIATE shall maintain compliance with such amendments and additions immediately upon their coming into effect. BUSINESS ASSOCIATE shall be liable for any violation of the terms of this Agreement or of the above laws, regulations, and policies.
e. Information Safeguards. BUSINESS ASSOCIATE shall develop, implement, employ, and maintain appropriate administrative, technical, and physical safeguards to preserve the integrity and confidentiality of PHI and to prevent unauthorized disclosures of PHI as required by HIPAA, the HITECH Act, and associated regulations. Such safeguards shall be reviewed and updated regularly to address new threats to the integrity and confidentiality of PHI.
i. Documentation. BUSINESS ASSOCIATE shall document its safeguards in a manner meeting the documentation requirements of the HITECH Act and shall, upon STATE’s verbal or written request, provide STATE with a copy of BUSINESS ASSOCIATE’s policies, procedures, and practices related to maintaining such safeguards.
ii. Security of PHI. If BUSINESS ASSOCIATE is in possession of a Covered Entity’s electronic media, as defined by 45 C.F.R. § 160.103, or electronic media storing a Covered Entity’s PHI, BUSINESS ASSOCIATE must secure the PHI. “Secure” for this purpose means rendering PHI unusable, unreadable, or indecipherable to unauthorized individuals using National Institutes of Standards and Technology (“NIST”)-approved algorithms and procedures or other standards and procedures approved by STATE in advance.
1. Destruction of hard copy. Paper, film, or other hard copy no longer in use or at end-of-life must be shredded or physically destroyed such that PHI cannot be read or otherwise reconstructed and is rendered unusable, unreadable, or indecipherable. Redaction of paper records is not an approved method of rendering PHI unusable, unreadable, or indecipherable.
2. Destruction of electronic media. Electronic media no longer in use or at end-of-life and containing PHI must be cleared, purged, or destroyed consistent with NIST-approved guidelines for media sanitization such that the PHI cannot be retrieved.
3. De-identification. BUSINESS ASSOCIATE may de-identify PHI in accordance with HIPAA regulations and use such de-identified data for any lawful purpose. Per 45 C.F.R. § 164.502(d), once PHI has been de-identified, HIPAA rules governing uses and disclosures of PHI no longer apply to or protect the de-identified information, so long as it remains de-identified. Accordingly, such de-identified information is no longer subject to the terms and conditions in this Agreement governing PHI, although the same may be protected by other provisions in this Agreement and by GRAMA or other confidentiality regulations.
f. Internal Practices, Policies, and Procedures. For purposes of confirming compliance with HIPAA and the HITECH Act, BUSINESS ASSOCIATE shall make available to STATE or its Covered Entities’ Privacy Officers BUSINESS ASSOCIATE’s internal practices, books, and records--including policies, procedures, and PHI--relating to the use and disclosure of PHI received from STATE or a Covered Entity or PHI created or received by BUSINESS ASSOCIATE on behalf of STATE or a Covered Entity. STATE shall have the right to monitor BUSINESS ASSOCIATE’s performance pursuant to this Agreement.  Monitoring shall be at the discretion of STATE and shall be carried out during normal business hours at BUSINESS ASSOCIATE’s place of business.
g. Subcontractors and Agents. Subcontractors and agents to which BUSINESS ASSOCIATE is permitted by this Agreement or other writing by STATE to disclose PHI shall be required by BUSINESS ASSOCIATE to execute another Business Associate agreement and to provide reasonable assurances, documented in writing, that such subcontractor or agent shall comply with the provisions of this Agreement applicable to BUSINESS ASSOCIATE with respect to PHI, including but not limited to: (i) holding PHI in confidence and using or further disclosing it only for the purpose for which BUSINESS ASSOCIATE disclosed it to the subcontractor, agent, or other third party or as required by law; (ii) notifying BUSINESS ASSOCIATE (who shall in turn promptly notify STATE) of any breach or suspected breach in confidentiality of PHI of which the agent, subcontractor, or other third party becomes aware; and (iii) complying with all STATE security and privacy policies and all state and federal privacy and security laws.
“Subcontractor” includes any third party with whom BUSINESS ASSOCIATE or BUSINESS ASSOCIATE’s employee, agent, volunteer, contractor, or subcontractor share PHI or to whom the aforementioned disclose PHI, including cloud-based services providers, hosting providers, and data repositories and centers.
h. Minimum Necessary and Limited Data Set. BUSINESS ASSOCIATE’s use, disclosure, or request of PHI shall utilize a Limited Data Set whenever possible. In all other instances--except those specified in 45 C.F.R. § 164.502(b)(2)--BUSINESS ASSOCIATE shall, in its performance of the functions, activities, services, and operations specified in Paragraph 3(a) above, use, disclose, and request only the minimum amount of PHI reasonably necessary, as set forth in 45 C.F.R. § 164.502(b), to accomplish the intended purpose of the use, disclosure, or request. Moreover, BUSINESS ASSOCIATE shall not permit aggregation of Limited Data Sets with other data in BUSINESS ASSOCIATE’s possession that would make identification of an individual possible.
i. Transmission of Data Offshore. BUSINESS ASSOCIATE is prohibited from transmitting PHI to, or sharing PHI with, any offshore recipient. A recipient is “offshore” if not within the fifty United States or a United States territory (American Samoa, Guam, Northern Marianas, Puerto Rico, and the U.S. Virgin Islands). “Recipients” include subcontractors as defined in Paragraph 3(g) above, as well as the physical property and equipment used by BUSINESS ASSOCIATE and such subcontractors to store or transmit PHI.
4. PHI Access, Amendment, Disclosure, and Breach Reporting
a. Access. BUSINESS ASSOCIATE shall, within five (5) business days of receipt of a request from STATE or an individual, permit such individual (or the individual's personal representative) to inspect and obtain copies of PHI which pertain to the individual; were created by BUSINESS ASSOCIATE for STATE or received by BUSINESS ASSOCIATE from or on behalf of STATE; and are in BUSINESS ASSOCIATE’s custody or control. If so requested by the individual or representative and as directed by STATE, BUSINESS ASSOCIATE shall provide such information in an electronic format.
b. Amendment. BUSINESS ASSOCIATE shall, upon request from STATE or an individual, promptly amend, or give STATE access to amend, any portion of such individual's PHI which was created by BUSINESS ASSOCIATE for STATE or received by BUSINESS ASSOCIATE from or on behalf of STATE and which is in BUSINESS ASSOCIATE’s custody or control. If BUSINESS ASSOCIATE has grounds to deny such request pursuant to 45 C.F.R. § 164.526(a)(2), BUSINESS ASSOCIATE shall provide a written denial and act in accordance with the requirements of 45 C.F.R. § 164.526(d).
c. Disclosure Accounting of PHI.
i. Documentation. BUSINESS ASSOCIATE shall document each disclosure of an individual’s PHI to a third party, unless such disclosure is excepted by law. Documentation shall include the affected individual’s name; the person or entity to whom the PHI was disclosed; what information was disclosed; the reason for disclosure; the date of disclosure; and any other information necessary for STATE or Covered Entities to comply with relevant statutes and regulations. Documentation of each disclosure shall be maintained by BUSINESS ASSOCIATE for six (6) years after the date of disclosure.
ii. Accounting. BUSINESS ASSOCIATE shall, within ten (10) calendar days of receipt of a request from STATE, provide to STATE a complete accounting of disclosures.  If BUSINESS ASSOCIATE receives a request from an individual based on information provided to the individual from STATE, or where otherwise required by HIPAA, the HITECH Act, or associated regulations, BUSINESS ASSOCIATE shall provide an accounting of disclosures of the individual’s PHI directly to the individual.
d. Disclosure Accounting of Electronic Health Records. For PHI maintained as an Electronic Health Record, BUSINESS ASSOCIATE shall, beginning at such time as the law requires, maintain the information necessary to provide an accounting of disclosures for treatment, payment, or health care operations for the period of time prescribed by law.
e. Breach Reporting. BUSINESS ASSOCIATE shall report to STATE’s Information Security Officer any breach or suspected breach of PHI as defined by 45 C.F.R. § 164.402 (“Breach”). BUSINESS ASSOCIATE shall report Breaches as soon as possible and not more than twenty-four (24) hours after BUSINESS ASSOCIATE knows or reasonably should have known of such Breach, and such reports shall be communicated to STATE in the most expeditious method possible, including but not limited to e-mail, voice call, and text. BUSINESS ASSOCIATE shall fully cooperate, and require its employees, agents, contractors, and subcontractors to fully cooperate, with STATE in investigating such Breach and in meeting STATE’s obligations under the HITECH Act and other security breach notification laws. In addition to the above reporting requirements, BUSINESS ASSOCIATE shall, within three (3) business days of a Breach, submit a report in writing and in any other format requested by STATE, and such report shall at minimum accomplish the following:
i. Describe the nature of the Breach, including the date of the Breach and the date of discovery of the Breach;
ii. Identify all elements of PHI (e.g., name, social security number, date of birth, etc.) which were part of the Breach;
iii. Identify the person(s) or entity(ies) responsible for the Breach, and identify all recipients of the contents of the Breach;
iv. Identify the corrective actions BUSINESS ASSOCIATE took or will take to prevent further incidents of a Breach;
v. Identify the actions BUSINESS ASSOCIATE took or will take to mitigate any deleterious effect of the Breach;
vi. Share BUSINESS ASSOCIATE contact information with STATE, and identify procedures for obtaining additional information; and
vii. Provide such other information, including a written report, as STATE may request.
BUSINESS ASSOCIATE shall reimburse STATE for all Breach notification costs arising out of or in connection with any Breach, including but not limited to postage and mailing fees and the provision of credit monitoring services to affected individuals.
BUSINESS ASSOCIATE has an ongoing obligation to immediately provide to STATE all newly available information related to a Breach and to supplement or correct information previously provided to STATE.
5. Security Incident Reporting. BUSINESS ASSOCIATE shall report to STATE’s Chief Privacy Officer and Chief Information Security Officer any security incident or suspected security incident as defined by 45 C.F.R. § 164.304 (“Security Incident”). BUSINESS ASSOCIATE shall report Security Incidents as soon as possible and not more than twenty-four (24) hours after BUSINESS ASSOCIATE knows or reasonably should have known of such Security Incident, and such reports shall be communicated to STATE in the most expeditious method possible, including but not limited to e-mail, voice call, and text. BUSINESS ASSOCIATE shall report all Security Incidents resulting in a disclosure of PHI not permitted by this Agreement in accordance with Paragraph 4(c) above.
6. Improper Pattern of Activity or Practice. In the event that either party becomes aware of a pattern of activity or practice of the other party that constitutes a material breach or violation of this Agreement, the party discovering such pattern of activity or practice shall take reasonable steps to cause the other party to cure the breach or end the violation. If such steps are not successful in curing the breach or ending the violation within a reasonable time period specified by the party requesting the cure, such party shall terminate this Agreement if feasible or, if infeasible, report the problem to the Secretary of the U.S. Department of Health and Human Services or his or her designee.
7. Designated Record Set. BUSINESS ASSOCIATE agrees that all PHI created by BUSINESS ASSOCIATE for STATE or received by BUSINESS ASSOCIATE from or on behalf of STATE shall be included in an individual's Designated Record Set. With respect to services provided to an individual under this Agreement and other business associate agreements between the individual and Covered Entities, BUSINESS ASSOCIATE shall maintain the Designated Record Set and grant the individual access to the Designated Record Set as provided in HIPAA and associated regulations.
8. Restriction Agreements and Confidential Communications. STATE shall provide BUSINESS ASSOCIATE written notice of, and BUSINESS ASSOCIATE shall comply with, any agreement made between an individual and STATE which restricts use or disclosure of PHI pursuant to 45 C.F.R. § 164.522(a) or requires Covered Entities to accommodate such individual’s request to receive confidential communications of PHI pursuant to 45 C.F.R. § 164.522(b), provided that STATE notifies BUSINESS ASSOCIATE in writing of the restrictions or requirements BUSINESS ASSOCIATE must follow. STATE will promptly notify BUSINESS ASSOCIATE in writing of the termination of any such restriction agreement or confidential communications requirement and, with respect to termination of a restriction agreement, inform BUSINESS ASSOCIATE if any PHI will remain subject to the terms of the restriction agreement.
9. Obligations of STATE
a. Availability of Security Policies. STATE shall make available to BUSINESS ASSOCIATE a copy of STATE’s security policies upon request. 
b. Changes in Permission. STATE shall notify BUSINESS ASSOCIATE of any changes in, including revocation of, permission granted by the subject of PHI to use or disclose such PHI if such changes may affect BUSINESS ASSOCIATE’s use or disclosure of PHI.
10. Termination and Continuing Privacy and Security Obligations
a. Termination of Contract. If BUSINESS ASSOCIATE materially breaches any provision in this Agreement and fails to cure or take actions to cure such material breach within five (5) calendar days, STATE may, in addition to other available remedies, exercise its right to terminate the Contract by providing BUSINESS ASSOCIATE written notice of termination, which shall include the reason(s) for termination. Such termination shall be effective immediately or on such other date specified in the notice of termination.
b. Obligations upon Termination. Within thirty (30) calendar days of the effective date of the Contract’s termination, cancellation, expiration, or conclusion, BUSINESS ASSOCIATE shall:
i. Return or destroy all PHI created by BUSINESS ASSOCIATE for STATE or received by BUSINESS ASSOCIATE from or on behalf of STATE, including:
1. All data, copies, and compilations derived from and allowing identification of any individual who is a subject of the PHI;
2. PHI in all forms and mediums (including in any electronic medium under BUSINESS ASSOCIATE’s custody or control); and
3. PHI located at any site, including local and remote offices, data centers, remote storage facilities, off-site backup facilities, and vendor sites.
ii. Identify all PHI, including data, copies, and compilations derived from and allowing identification of any individual who is a subject of PHI, created by BUSINESS ASSOCIATE for STATE or received by BUSINESS ASSOCIATE from or on behalf of STATE, for which return or destruction is infeasible, and limit further use or disclosure of the PHI, including aforementioned data, copies, and compilations.
iii. Certify to STATE in a writing signed by BUSINESS ASSOCIATE’s officer that the required return or destruction of PHI has been completed.
iv. Deliver to STATE documentation of any PHI, including data, copies, and compilations derived from and allowing identification of any individual who is a subject of PHI, for which return or destruction is infeasible, and certify that the PHI, including aforementioned data, copies, and compilations, shall be used or disclosed only for those purposes making return or destruction infeasible.
All requirements of Paragraph 10(b) shall apply to any business associate or vendor to whom BUSINESS ASSOCIATE has disclosed PHI and shall survive termination, cancellation, expiration, or other conclusion of the Contract. 
c. Survival of Privacy and Security Obligations. BUSINESS ASSOCIATE’s obligation to protect the privacy and security of PHI, including data, copies, and compilations derived from and allowing identification of any individual who is a subject of PHI, created by BUSINESS ASSOCIATE for STATE or received by BUSINESS ASSOCIATE from or on behalf of STATE, shall be continuous and survive termination, cancellation, expiration, or other conclusion of the Contract and shall apply to all PHI in the possession of BUSINESS ASSOCIATE and its agents, contractors, and subcontractors, regardless of when BUSINESS ASSOCIATE or its agents, contractors, or subcontractors came into possession of the PHI.
11. [bookmark: _GoBack]Miscellaneous Provisions.
a. Ownership. BUSINESS ASSOCIATE acknowledges that it has no ownership rights with respect to the PHI created by BUSINESS ASSOCIATE for STATE or received by BUSINESS ASSOCIATE from or on behalf of STATE.
b. Regulatory References. Any reference in this Agreement to HIPAA, the HITECH Act, or associated regulations shall mean the referenced section or law as is then in effect or as amended.
c. Amendments. The parties agree to amend this Agreement as necessary to ensure Covered Entities’ compliance with HIPAA, the HITECH Act, and associated regulations.
d. Interpretation. Any ambiguity in this Agreement shall be resolved to permit Covered Entities to comply with HIPAA, the HITECH Act, and associated regulations.
e. Compliance with Laws.  In performance of this Agreement, both parties shall at all times comply with all provisions of HIPAA, the HITECH Act, and associated regulations. 
f. No Third-Party Beneficiaries.  Nothing in this Agreement shall be construed as conferring any right or benefit to, or imposing any obligation on either party in favor of, a person or entity not a party to this Agreement. The parties acknowledge that STATE’s Covered Entities are part of STATE and are not third-party beneficiaries for purposes of this Agreement.
g. Prohibition on Sale of PHI. As prohibited by 45 C.F.R § 164.502(a)(5)(ii), with an exception for marketing communications validly authorized by an individual in accordance with 45 C.F.R. § 164.508(a)(4), BUSINESS ASSOCIATE shall not sell PHI.
h. Codes of Conduct. BUSINESS ASSOCIATE shall comply with all applicable STATE and agency codes of conduct while providing on-site services. BUSINESS ASSOCIATE shall not permit any employee, agent, volunteer, contractor, or subcontractor to have contact with or access to a STATE client that provides the employee, agent, volunteer, contractor, or subcontractor with the opportunity to have personal communication or touch until:
i. BUSINESS ASSOCIATE has provided a current copy of applicable STATE and agency codes of conduct to the employee, agent, volunteer, contractor, or subcontractor; and
ii. BUSINESS ASSOCIATE has obtained a signed and dated statement in which the employee, agent, volunteer, contractor, or subcontractor certifies that he or she has read, understands, and will comply with the applicable STATE and agency codes of conduct.
i. Training. Prior to requesting, accessing, acquiring, using, or disclosing PHI, BUSINESS ASSOCIATE shall, at its own expense, obtain all training necessary to carry out its responsibilities pursuant to this Agreement and shall, at its own expense, obtain and/or give all training necessary to ensure its employees, agents, volunteers, contractors, and subcontractors are familiar with the terms and conditions of this Agreement, as well as applicable laws, including HIPAA, the HITECH Act, and associated regulations. BUSINESS ASSOCIATE is responsible for reviewing all applicable laws, both currently in existence and forthcoming, and for seeking legal and technical counsel for assistance in establishing and maintaining compliance with applicable laws.
j. Choice of Law and Venue. The provisions of this Agreement shall be governed and interpreted according to applicable federal law and the laws of the state of Utah, and venue shall be in the Third District Court of Salt Lake County.
k. Legal Proceedings. In the event of commencement of litigation or administrative proceedings based upon a claimed violation of HIPAA, the HITECH Act, or associated regulations, BUSINESS ASSOCIATE shall make itself and its employees, agents, volunteers, contractors, and available to STATE at no cost.

The parties may avail themselves of all remedies permitted by state or federal law. If either party seeks to enforce this agreement upon a breach by the other party, or if one party seeks to defend itself against liability arising from the negligence of the other party, the prevailing party shall receive from the unsuccessful party all court costs and its reasonable attorneys' fees.
12. Notices.  Notices pertaining to or required by this Agreement shall be addressed to the appropriate party listed in Paragraph 15.
13. Indemnification. BUSINESS ASSOCIATE, at its own expense, shall indemnify and hold harmless STATE and STATE’s affiliates, subsidiaries, officers, directors, employees, and agents from and against any claim, cause of action, liability, damage, cost or expense, including attorneys' fees and court or proceeding costs, when arising out of or in connection with any non-permitted or violating use or disclosure of PHI or other breach of this Agreement or Contract by BUSINESS ASSOCIATE or its employees, agents, volunteers, contractors, or subcontractors. This provision shall not in any way limit any other indemnification that may be provided for in other agreements between BUSINESS ASSOCIATE and STATE or between BUSINESS ASSOCIATE and Covered Entities. This Paragraph 13 shall survive termination of the Contract.
14. Conflicts. The terms and conditions of this Agreement shall prevail in the event of a conflict with any term or condition set forth in the Contract.
15. Privacy and Information Security Officer Information.
[BUSINESS ASSOCIATE]		STATE Privacy & Information Security
Attn: [Contact]				Attn: Tim Hastings
[Street Address]				6000 State Office Building
[City, State, Zip Code]			Salt Lake City, UT 84114

IN WITNESS WHEREOF, each of the undersigned has caused this Agreement to be duly executed in its name and on its behalf.
BUSINESS ASSOCIATE				STATE
____________________________________	___________________________________
Signature						Signature

Name:	______________________________	Name:	Dan Frei


Title:	______________________________	Title: 	Chief Financial Officer,
Department of Technology Services
	______________________________


Date: 	______________________________	Date:	_____________________________
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